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Abstract

Speech scrambling methods are widely used for copyright
protection and encrypting digital speech signals in order to
guarantee the confidentiality of the original signals. They
are very important methods for preventing eavesdropping and
unauthorized copying. However, it seems to be impossi-
ble to completely recover a scrambled speech signal into the
original signal. Moreover, nobody can comprehend the par-
tial speech content from speech signals scrambled with these
methods. In this paper, we propose a semi-scramble method
for speech signals based on phonemic restoration. By using
a speech scrambling method based on the random-bit shift of
quantization bits, speech signals are converted to scrambled
signals in partial intervals. We evaluated the confidentiality
and efficiency of the proposed method by using two objective
measures, signal-to-error ratio (SER) and perceptual evalu-
ation of speech quality (PESQ). As a result, we confirmed
that the proposed method can play a role in copyright pro-
tection for an original signal and recover a semi-scrambled
speech signal into the original one. Finally, we indicated that
the acoustic characteristics of signal semi-scrambled with the
proposed method enable the listener to understand the speech
information.

1. Introduction

Recently, encryption and information protection for dig-
ital data have become more important. Speech scrambling
methods are widely used for copyright protection and en-
crypting digital speech signals in order to guarantee the con-
fidentiality of an original signal [1]. These methods are
very important for preventing eavesdropping and unautho-
rized copying. There are, for example, typical methods such
as speech codecs and reverse scrambling in the frequency
domain. However, it seems to be impossible to completely
recover a scrambled speech signal into the original signal.
Moreover, nobody can make out the partial speech content
from speech signals scrambled with these methods.

A semi-scramble speech method is one way to encrypt con-
tent to the extent that people can understand most of it. Al-
though semi-scrambled data cannot be encrypted completely,
it plays a role in copyright protection. In previous studies,
there have been typical methods such as semi-scrambling a
digital speech signal through coding by changing MDCT co-
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Figure 1: Example of scrambling with speech scrambling
method based on random-bit shift of quantization (quantiza-
tion bit length: n = 8, shifting frequency: c(m) = 3)

efficients of the original signal [2], and reversing the order of
the samples in the time domain. However, the same as with
the previous scramble methods, it seems to be impossible to
completely recover a semi-scrambled speech signal into the
original signal.

This study aims to achieve a semi-scramble method that
plays a role in copyright protection for original speech signals
and recovers a semi-scrambled speech signal into the original
one completely. In this paper, we propose a semi-scramble
method for speech signals based on phonemic restoration.
Here, a speech scramble method based on the random-bit
shift of quantization bits [3] is used to solve the problem.

2. Key Techniques

2.1 Speech scramble method based on random-bit shift
of quantization bits

Figure 1 shows an example of scrambling by using the
speech scramble method based on random-bit shift of quan-
tization bits that the author proposed [3]. In this example,
the numerical representation is binary or decimal, and the
quantization bit rate is n = 8. When the value x(m) of the
original speech signals is represented as the decimal form of
(127)10, it is represented as the binary form of (01111111)2
by the quantization bits. This scrambling method cyclically
shifts the arrangement of the bits. The shift amount of the
bit shift is based on the random number sequence c generated
from a seed number as the public key. When the value of the
shift amount is c(m) = 3, the value of the x(m) is cyclically
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Figure 2: Examples of semi-scrambling with the proposed
method: (a) Original speech, (b) Semi-scrambled speech, and
(c) Descrambled speech

shifted 3 bits to the left. As a result, the value of the x(m) is
transformed to xs(m) = (11111011)2, and it is represented
as (−5)10 by considering two’s complement. These proce-
dures are applied to all samples of the original speech signal
and convert it into a scrambled speech signal. Moreover, if
the seed number is correct, the scrambled speech signal can
be completely descrambled to the original one by applying
the inverse process.

2.2 Phonemic restoration

When the partial intervals of a speech signal are replaced
by gaps of silence, the speech’s intelligibility is drastically
reduced. However, when the gaps are filled with white noise
that is louder than the recorded voice, the utterance sounds
more natural and continuous. This phenomenon is referred
to as the phonemic restoration effect. This effect occurs not
only with speech sounds but also any sounds such as pure
tones. These perceptual restorations are collectively called
the “auditory continuity effect” [4].

When the effect of phonemic restoration occurs, the nec-
essary conditions for the effect of auditory continuity are sat-
isfied. Apart from that, co-articulation (temporal distribution
of information for a phonetic segment) helps the listener to
increase the intelligibility [5]. In addition, it is revealed that
by using the semantic information from the context, speech
continuity is kept from being interrupted any longer.

3. Proposed Method

We propose a semi-scramble method for speech signals
based on phonemic restoration. The speech scrambling
method based on the random-bit shift of quantization bits
converts an original speech sounds into an unintelligible ones.
By using the scrambling method on partial intervals of the

original speech signal, speech information is partially en-
crypted. In the proposed method, the partial scrambling is
repeated in the intervals of the semi-scrambled sound. How-
ever, the listener can restore each of the encrypted pieces
of information of the semi-scrambled signal perceptually by
phonemic restoration. Therefore, the proposed method is able
to semi-scramble the information of speech sounds.

Figure 2 shows an example of semi-scrambling with the
proposed method. In this example, the quantization bit length
is n = 16, and the scrambling method is applied to the speech
signal at two parameters, the length tn = 60 ms and the pe-
riod T = 200 ms of the scrambling. Figure 2(a) is the wave-
form of the original speech. The semi-scramble method is
applied to the original speech signal, and the semi-scrambled
speech signal that has the intervals of noise is converted, as
shown in Fig. 2(b). The descrambled speech signal (Fig.
2(c)) is converted from the semi-scrambled speech signal. If
the semi-scrambled speech is converted with the correct seed
number of the random sequence number, the descrambled
speech corresponds to the original speech completely.

4. Evaluations

4.1 Semi-scrambled speech signal

Two objective tests, signal-to-error ratio (SER) and per-
ceptual evaluation of speech quality (PESQ) [6] of semi-
scrambled and descrambled speech, were carried out to evalu-
ate the confidentiality and efficiency of the proposed method.
SER is represented as the error ratio of the target signal
x1(m) to the standard signal x2(m) and is defined by the
following equation,

SER = 10 log10

∑M−1
m=0 x

2
1(m)∑M−1

m=0 (x1(m)− x2(m))2
(dB)

where m = 0, 1, . . . ,M− 1, and M is the total number of
samples of signal. When the value of SER is positive, the
error between the target and standard signal is small. More-
over, when the value is ∞ dB, the result indicates that the
target signal is completely the same as the standard signal.
When the value of SER is negative, the error between the tar-
get and standard signal is high. PESQ shows an objective
difference grade (ODG) represented as a value from −0.5 to
4.5. These values correspond to mean opinion score (MOS)
represented as a value from 1 (Bad; Very annoying) to 5 (Ex-
cellent; Imperceptible). 20 stimuli were selected from the
Japanese multi-emotion single speaker Fujitsu database pro-
duced and recorded by Fujitsu Laboratory [7]. The sampling
frequency was 22.05 kHz, the quantization bit rate was 16 bit,
and the length of the stimuli was about 3 sec.

In this study, to evaluate the variations of SER and PESQ
of the proposed method numerically, the stimuli, the semi-
scrambled and descrambled speech signals, were generated
by varying two parameters, the length tn and the period T
of the scrambling (Fig. 2). The periods of the scramble T s
were set to 100, 200, 300, 400, and 500 ms. The length tn was
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Figure 3: SER of semi-scrambled speech
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Figure 4: PESQ of semi-scrambled speech

increased from 20 ms to T in steps of 20 ms. When the length
tn is 0 ms, the scramble process is not applied. Therefore, the
semi-scrambled speech is the same as the original one. In
addition, when the length tn equals the period T , scrambled
speech encrypted in all sections is made by our scrambling
method [3].

Figures 3 and 4 show the results of SER and PESQ for
semi-scrambled speech. Each of the values is represented as
an average, and each of the error bars is represented as a stan-
dard deviation of the result for each parameter. When tn was
0 ms, SER was ∞ dB and PESQ was 4.5 ODG in the entire
period of the scramble T . As the length tn became longer,
SER and PESQ reduced gradually. When tn reached T , the
SER and PESQ of the semi-scrambled speech were the same
as that of the scrambled speech [3]. These results could con-
firm that the proposed method could scramble the informa-
tion of the original signal in partial intervals. and control the
degree of the scrambling.

Figures 5 and 6 show the results of SER and PESQ for de-
scrambled speech. For every length T and the period tn, SER
was ∞ dB, and PESQ was 4.5 ODG. These results confirmed
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Figure 5: SER of descrambled speech
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Figure 6: PESQ of descrambled speech

that the proposed method could recover the semi-scrambled
speech signal into the original one.

4.2 Semi-scrambled audio signal

An objective test, the perceptual evaluation of audio qual-
ity (PEAQ) [8], was carried out to investigate applying the
proposed method to an audio signal. PEAQ shows ODG
represented as a value from −4 (Bad; Very annoying) to 0
(Excellent; Imperceptible). 100 stimuli were selected from
the Music Genre Database in the RWC Music Database [9].
These stimuli were processed to the monaural signals of the
left channel in advance, and the length was set to 10 s (inter-
val from 60 to 70 s in the original audio). As with the evalu-
ation of the semi-scrambled speech signal, the stimuli of the
semi-scrambled audio signal were generated by varying two
parameters, the length tn and the period T of the scrambling.
The period of the scramble T was set to 100, 200, 300, 400,
and 500 ms. The length tn was increased from 50 ms to T in
steps of 50 ms.

Figure 7 shows the results of PEAQ for the semi-scrambled
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Figure 7: PEAQ of semi-scrambled audio

audio. Each of the values is represented as an average, and
each of the error bars is represented as a standard deviation
of the result for each parameter. For the parameter used for
the semi-scrambled speech sound, the values of PEAQ were
distributed from −1.5 to −2.5. These results could confirm
that the proposed method deteriorated the sound quality of
the audio signal.

5. Discussion

As an additional consideration, we investigated the acous-
tic characteristics of the scrambled signal in semi-scrambled
speech. In this study, we hypothesized that the scrambled
signal is white noise, and then analyzed the histogram of the
amplitude, the spectrogram, and autocorrelation [10]. The re-
sults showed that each sample of the scrambled signal had a
normal distribution with zero mean and a specific variance,
flat spectrum over the range of frequencies, and its value at
one time was uncorrelated with any other time. Therefore
we confirmed that the scrambled signal with the proposed
method was a white Gaussian noise. The characteristics satis-
fied the necessary conditions for the auditory continuity effect
[5].

Thus, phonemic restoration enables the listener to compre-
hend the speech information even though the sound quality of
the semi-scrambled speech is deteriorated. Moreover, when
the lengths of the scrambling intervals are sufficiently short,
the semi-scrambled speech can be perceived as the original
one, as shown in our preliminary subjective tests. In addi-
tion, the continuity effect enables the listener to listen to mu-
sic more naturally and continuously even though the sound
quality of the semi-scrambled audio is deteriorated. However,
these results indicate that the ideal length of the scrambling
for the semi-scrambled audio, which does not have linguistic
information, becomes shorter than that of the scrambling for
semi-scrambled speech.

In a future study, to reveal the relationship between scram-
bling length and the ease of hearing semi-scrambled speech

and audio, we will consider a subjective evaluation of the pro-
posed method through hearing tests.

6. Conclusion

We proposed a semi-scramble method for speech signals
based on phonemic restoration. Two objective measures, SER
and PESQ, were used to evaluate the confidentiality and effi-
ciency of the proposed method. These results confirmed that
the proposed method plays a role in copyright protection for
an original signal and recovers a semi-scrambled speech sig-
nal into the original one. An objective measurement, PEAQ,
was used to investigate applying the proposed method to au-
dio signals. These results confirmed that the proposed method
deteriorated the sound quality of the audio signal. In addition,
we also confirmed that the signal scrambled with the pro-
posed method is a white Gaussian noise. Finally, we indicated
that the acoustic characteristic of the signal semi-scrambled
with the proposed method enables the listener to comprehend
speech and music information.
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